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» SQL-Injection Demo
= Example of bad coding

* Finding bad coding using Source
Code Analysis (SCA) and Data Flow
Analysis (DFA)

= Preventing bad coding in the first
place
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>> SQL Injection Demo

Business Impact:
= Attackers are able to view arbitrary credit card transactions

PCI-DSS:

“Develop all web applications based on secure coding
guidelines such as the Open Web Application Security
Project guidelines. [...] Cover prevention of common
coding vulnerabilities in software development processes,
to include the following:

= [...]
= 6.5.6 Injection flaws (for example, structured query
language (SOL) injection)”
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>> Example Coding

* Read user input

1. input year =

request->get form field (_.

2. input month =

request—>get_form_field— .
* Create and execute the SQL query

3. CONCATEN ) = '’ sy-uname '~
INTO

4. CONCATENATE cl where °~ AND ta date LIKE '
input year input month "%'°
INTO
5. SELECT * FROM ZCCINFO

INTO CORRESPONDING FIELDS OF TABLE
itab zccinfo

WHERE (el where) ORDER BY ta date.

LFORGE
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>> Example Coding

Normal Request:

SELECT *
FROM ZCCINFO
INTO CORRESPONDING FIELDS OF TABLE itab zccinfo
WHERE uname='Qser"
AND ta date LIKE ‘200801%:°
ORDER BY ta date.

= FORGE
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>> Example Coding

Attack:

SELECT *
FROM ZCCINFO
INTO CORRESPONDING FIELDS OF TABLE itab zccinfo
WHERE uname='Qser"

AND ta_date LIKE ‘200801’ OR mandt LIKE &%

ORDER BY ta_date.
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>> Finding bad coding

METHOD read

METHOD read . Input
DATA: request TYPE REF TO if_http_request. request->get_form_field() -
DATA: s_html TYPE string. \ -
DATA: event TYPE string. Stored in variable

CALL METHOD me->process
EXPORTING

=) s_data=s_html.

RETURN.

@——b s_html = request->get_form_field('mydata’ ).

ENDMETHOD. Passed on to another method and variable

METHOD process

METHOD process .

DATA: s_out TYPE string.
DATA: out TYPE REF TO if_bsp_writer.
@ CONCATENATE :t&;a Modifed and copied to another variable
>
INTO s_out.

out = me->get_previous_out( ).

@ out->print_string( s_out ).

ENDMETHOD.

®® @
STl

Output <

out->print_string()

Passed on to dangerous function

@ VIRTUALFORGE
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>> Preventing bad coding in the first place

Requirements

Awareness
Workshop

Risk
Assessment

Architecture
Review

Developer
and Tester

Developer
Training

Tester
Training

Source Code Business Application Operation

Code Review Penetration Test Incident
Management

Code Fixing Change
Management
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Questions?
Comments?

Thank you for your attendance!
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>> SQL Injection

J5how your receiit transactions - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

w I D :n:n:lal:a dernodetails. hkmzinpuk v

Please select year and month to filker your transactions:

‘r’ear|EDDB -rI Manthlm -rI Submit |

Fesulis:

1:5.01 2003
19.01 2003

PETER JACKSOM DRUZ STORE g5 00
PETER JACKSOM | PLAME TICKET a0,00

4149253627 344523 1109
4149253627 344523 | 1109

Ciane

i
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>> SQL Injection

JBusiness Server Page {BSP) arror - Mozilla Firefox

File Edit “iew History  Bookmarks  Tools  Help

w I |__D| | cdata demojdetails, hkm?input year=20052nput_maonkh=00" 'f_? M |*|G|:u:u;||e

Business Server Page (BSP) error

What happened?

alling the B3P page was terminated due ko an errar,

S5AP Mote

B The following error text was processed in the system:
an exception with the bype Cx_5Y_ DYRIGMIC_OS0L _SYMTAx occurred, buk was neither handled locally, nor
declared in a RAISIMNG clause

Exception Class a5 _DYMAMIZ_OS0L_ SYMTAR
Error Name SAPSGL_WHERE_PARENTHESES
Program CL_22?WiCPAZMBOEOHYLYY ZQIUI9EFLCP
Include CL_ 22 PWiCPAZMBOEOHYLYY 20U I9EFLCMO0S
ABAP Class CL_o2PWiCPIZMBOSOHYLY 20 I9EFL
Method _ONREQLEST
BSP Application ZVF_CCDATA_DEMO

Cone

s 1
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>> SQL Injection

Jshow your recent transactions - Mozilla Firefox - |I:I|_|

File Edit Miew | Hiskory  Boockmarks  Tools  Help L 2}

w | hikmzinpuk |*|G|:n:|gle ﬁ

Please select year and month to filker your transactions: (=
Year | 2008 vI tonth | All v| Subimit |
Results:
Yourrecemtereditcardtransactions
(CCMMBER  CCENPRE CCNAME  TADESCRPTON
41305865326190251 1110 SARAH BLANKS THE DRUGSTORE S&%S THARK %Ol
231049179351 7364 | 02005 LIME& OKE & SE MODE S&YS THAMK 0L
2310415361043230 10403 A LIMG THAI STORE o
S11025824270415850 | 1212 ABRAHAM SMITH | HOSPITAL ACCOUNT
S06739201 7603901 | 05M0 PETER MARSHALL = FODYS SANS THANK YO
F04527305174926 | 0609 LISA IWEIC THE FITHMESS COMPARY SAYS THANK YO FOR Y OUR YISIT
F106916205915295 0540 BEM LANDS HAIRDRESSER
41520154629163158 | OFM2 TORM STANSFIELD | DELL S&%%S THAMK ¥OU FOR Y OUR ORDER
G206194916490153 04012 FIERRE CARDIM CRAFTSMAN BILL
‘51 4025301639615 | 10409 LAYID GARMER FLEUROP FLOWER ORDERIMG | _I*ILI
| Cone o
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