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Agenda 

 SQL-Injection Demo 

 Example of bad coding 

 Finding bad coding using Source 

Code Analysis (SCA) and Data Flow 

Analysis (DFA) 

 Preventing bad coding in the first 

place 
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SQL Injection Demo 
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SQL Injection Demo 

Business Impact: 

 Attackers are able to view arbitrary credit card transactions 

 

PCI-DSS: 

“Develop all web applications based on secure coding 

guidelines such as the Open Web Application Security 

Project guidelines. […] Cover prevention of common 

coding vulnerabilities in software development processes, 

to include the following: 

 […] 

 6.5.6 Injection flaws (for example, structured query 

language (SQL) injection)” 
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Example Coding 

* Read user input 

1. input_year = 

 request->get_form_field('input_year'). 

2. input_month = 

 request->get_form_field('input_month'). 

 

* Create and execute the SQL query 

3. CONCATENATE `uname = '` sy-uname `'` 

 INTO cl_where. 

4. CONCATENATE cl_where ` AND ta_date LIKE '`  

  input_year input_month `%'`  

  INTO cl_where. 

5. SELECT * FROM ZCCINFO  

  INTO CORRESPONDING FIELDS OF TABLE  

  itab_zccinfo 

  WHERE (cl_where) ORDER BY ta_date. 
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Example Coding 

Normal Request: 

 

SELECT *  

 FROM ZCCINFO  

 INTO CORRESPONDING FIELDS OF TABLE itab_zccinfo 

 WHERE uname=‘user‘ 

 AND ta_date LIKE ‘200801%‘ 

 ORDER BY ta_date. 
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Example Coding 

Attack: 

 

SELECT *  

 FROM ZCCINFO  

 INTO CORRESPONDING FIELDS OF TABLE itab_zccinfo 

 WHERE uname=‘user‘ 

 AND ta_date LIKE ‘200801’ OR mandt LIKE ‘%%‘ 

 ORDER BY ta_date. 
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METHOD process

METHOD read

s_html

Stored in variable

s_data

s_out

Input

request->get_form_field()

Output

out->print_string()

Passed on to another method and variable

Modifed and copied to another variable

Passed on to dangerous function

METHOD process .

  DATA: s_out TYPE string.

  DATA: out TYPE REF TO if_bsp_writer.

  CONCATENATE `<b>`

s_data

`</b>`

INTO s_out.

  out = me->get_previous_out( ).

  out->print_string( s_out ).

ENDMETHOD.

METHOD read .

  DATA: request TYPE REF TO if_http_request.

  DATA: s_html TYPE string.

  DATA: event TYPE string.

  s_html = request->get_form_field( 'mydata' ).

  CALL METHOD me->process

    EXPORTING

      s_data = s_html.

    RETURN.

ENDMETHOD.

Finding bad coding 

1 

3 

4 

2 
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Preventing bad coding in the first place 

Developer

and Tester

Source Code Business ApplicationRequirements
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Review

Developer 
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Code Review

Operation
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Management

Penetration Test Incident 

Management

Risk

Assessment
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Workshop

Tester
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Code Fixing
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Q & A 

 

 

 

 

Questions? 

Comments? 

 
Thank you for your attendance! 
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SQL Injection 
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SQL Injection 

 

 

 

 


